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Abstract

CAPD (Computer-Aided Plant Design) mainly focuses on providing an
effective and efficient platform for designers to concentrate on the topology of
tremendous number of plant components under complex constraints rather
than just shapes. However, in the literature, none of existing watermarking
schemes for CAD models have mentioned the problem of topology protection
for CAPD models yet. In this paper, a semi-fragile watermarking algorithm
for topology verification of CAPD models is presented. We first discuss the
problem of topology authentication of CAPD models. Then a subset of
the model’s connection points are selected as mark points according to the
mark point selecting principle. Watermarks are embedded in mark points to
keep them in a predefined relationship with neighboring connection points so

that any changes will ruin the relationship between the marked connection
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points and neighboring connection points. To the best of our knowledge, our
algorithm is the first semi-fragile and blind scheme that can authenticate the
topology of CAPD models. Experimental results show that our approach not
only can detect and locate malicious topology attacks such as components
modification and joint ends modification, but also is robust against various
non-malicious attacks such as similarity transformations and simplification.
Keywords: Semi-fragile watermarking, Watermarking, CAPD, Process

plant

1. Introduction

Computer-Aided Plant Design (CAPD), designed specifically for process
plant engineers and designers, is an automatic solution provided for help-
ing increase productivity, accuracy, and collaboration to meet the challenges
of complex plant design projects. With the faster and higher demands of
high quality products at low prices in a timely manner, companies are in-
creasingly focusing on a collaborative design approach with each other to
survive in a competitive global environment. And the design, engineering
and construction of process plants involves multidisciplinary team effort. As
a result, CAPD models may be copied and distributed frequently with an
increase during the collaboration. Therefore, the protection of copyright and
integrity is critical to companies when sharing models with its collaborators.
Digital watermarking has been considered as an efficient solution to solve
this problem, and thus has been paid significant attention in recent years [1].

A CAPD model can be completely described by three kinds of informa-

tion: the geometry information describes the shape and 3D positions (co-



ordinates) of all plant components, the topology information provides the
adjacency relations between different plant components, while the engineer-
ing information refers to design constraints, engineering disciplines and so
on. Even though the graphical representation of the results may look like
detailed engineering plant design, it has to be kept in mind that the aim
of CAPD systems is only to optimize the plant layout[2]. The objective in
plant layout design is to find the most economical spatial arrangement of
process vessels and equipment and their interconnecting pipes that satisfies
construction, operation, maintenance, and safety requirements[3]. This is
an important aspect in the design of process plants since a good layout will
ensure that the plant functions correctly and will provide an economically
acceptable balance between the many, often conflicting, design constraints
[4]. Therefore, the topology information protecting is a significant part of
copyright and integrity protecting for CAPD models.

However, the watermarking techniques proposed for CAD models in the
literature mainly focus on addressing the problem of watermarking geom-
etry information. And among them the topology protecting problem for
CAPD models, to our best knowledge, has not been mentioned in any re-
ported literature. Hence, the issue of defining watermarking for topology
information of CAPD models is still an unsolved problem. To address the
issue of verifying the integrity of the topology information of CAPD mod-
els, we propose a semi-fragile watermarking scheme in this paper. We prefer
embedding watermarks into a subset of a models connection points to keep
them in a predefined relationship with neighboring connection points so that

any changes will ruin the relationship between the marked connection points



and neighboring connection points. The rest of this paper is organized as
follows. We review some related works in Section2; Section 3 gives a brief
introduction of CAPD models; Section 4 describes the proposed scheme. Ex-
perimental results that demonstrate our watermarking scheme performance

are presented in Section 5. Conclusions follow in Section 6.

2. Related work

Digital watermarking techniques for 3D models have been widely studied
since Ohbuchi first proposed a watermarking scheme for 3D models[5]. How-
ever, relatively few watermarking algorithms have been proposed for CAD
models especially for CAPD models. In this section we review some related

work about watermarking 3D and 2D CAD models.

2.1. Watermarking for 3D CAD models

Watermarking schemes for 3D CAD models mainly target NURBS curves,
subdivision surfaces, CSG models and CAD-based drawings represented by
various geometric objects in some layers such as LINEs, ARCs, POLYGONs
and 3DFACEs.

Ohbuchi et al.[6] present a watermarking scheme for 3D NURBS curves
using reparameterization. Their method is robust under affine transforma-
tions, but not under Mobius reparameterization. Lee et al. also present a
method for watermarking NURBS data using two-dimensional virtual images|7].
A fragile watermarking schemes for authenticating CSG models was pro-
posed by Fornaro and Sanna [8]. It computes the watermark from selected
attributes of the model and stores it in one or more places into the model

itself. Weng et al. present a method for watermarking T-spline curves and
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surfaces by using knot insertion[9]. In order to watermark subdivision sur-
faces, Cheung et al. present a robust non-blind watermarking scheme using
modulating spectral coefficients of the subdivision control mesh[10]. Reuter
et al.[11] introduce a method to extract Shape-DNA, a numerical fingerprint
or signature, of any 2d or 3d manifold (surface or solid) by taking the eigen-
values (i.e. the spectrum) of its Laplace-Beltrami operator. It uses the se-
quence of eigenvalues (spectrum) of the Laplace operator of a planar domain
or 3d solid or the Laplace-Beltrami operator of a surface or parameterized
solid in Euclidean space as a fingerprint. A digital watermarking technique
for 3D design drawing was proposed by Park et al. [12]. The scheme uses
LINEs and 3DF ACEs based on vertex in CAD system to prevent infringe-
ment of copyright from unlawfulness reproductions and distribution. Kwon
et al. also propose a watermarking scheme for 3D CAD drawings[13, 14].
The approach arbitrarily selects the line, face, and arc components and em-
beds the watermark into the difference in length between the reference line
and the connected lines in the case of line components, the circular radius
in the case of the arc components, and the length ratio of two sides in the
case of the face components. These schemes require the index and order
of embedding components and the original point coordinates for watermark
extraction. Therefore, they cannot detect watermarks when the components
of the drawing are rearranged. A robust watermarking scheme based on ge-
ometric features with k-means++ clustering for the 3D CAD drawings was
presented by Lee et al. [15]. The proposed scheme embeds the watermark
into the geometric distribution of POLYLINE, 3DFACE, and ARC objects

in the main layers.



2.2. Watermarking for 2D CAD drawings

A watermarking scheme for a 2D architectural design drawing using
LINEs and ARCs based on vertex was presented in [16]. It embeds the
watermark into the LINE’s length and ARC’s angle information. Kwon et
al.[17] propose a digital watermarking for 2D CAD drawings. The water-
mark is embedded by using a self-adaptive algorithm related to the length of
LINEs, angles of ARCs, and radii of CIRCLEs. It is robust against various
attacks, such as geometrical transformation. A semi-fragile watermarking al-
gorithm for authenticating 2D CAD engineering graphics based on log-polar
transformation was proposed in [18]. The vertices are divided into groups,
and the vertices for the watermark in each group are mapped to the log-polar
coordinate system. Then the watermark is embedded in the mantissa of the
real-valued log-polar coordinates via bit substitution. It is robust against in-
cidental global operations such as rotation, translation, and scaling, and can
detect and locate malicious attacks such as entity modification and entity ad-
dition/deletion. Peng et al. also propose a reversible watermarking scheme
for 2D CAD engineering graphics based on improved difference expansion|[19].
The watermark is embedded into the scale factor of the relative coordinates

by using improved difference expansion technology.

3. CAPD Models

Process plants are complex facilities mainly consisting of equipments and
pipelines (including pipes and piping components). Fig. 1 shows an example
of a solid model of hydrogenation plant. We first introduce the geometry
and topology modeling of CAPD models in this section. Then we give a



brief description of the topology verification problem.

Figure 1: An example of a CAPD model(hydrogenation plant).

3.1. Parametric geometry modeling of plant components

CAPD systems often involve more than just shapes. They mainly focus
on providing an effective and efficient platform to concentrate on the layout
of tremendous number of plant components (equipments, pipes and piping
components) under complex constraints. Plant components are normally
modeled by basic entities, such as box, cylinder, prism, sphere and so on.

Fig. 2 shows some entities used in CAPD systems.

Figure 2: Some entities used in CAPD systems.



In order to support the automatic generation of isometrics, orthograph-
ics, and other construction documents, which directly exchanged with the 3D
model, CAPD models are designed by using a parametric geometry modeling
method. Only their geometric parameters and types rather than meshes are
stored in the file. An example of a cone entity is shown in Fig. 3. Plant com-
ponents placed in a design model are parametric objects with a high degree
of intelligence. Designers progressively construct a highly intelligent design

database by placing instances of parametric components into the model.

ID A8l )
Type Cone .
H: 100
D1: 240
Geometric ps. 1o
parameters
P1: 0.0,0.0,0.0 D1
P2: 0.0,10.0,0.0

Figure 3: An example of a cone entity.

3.2. Topology modeling of plant components

Plant layout is an important part of plant design. It is concerned with the
most economical spatial arrangement of process vessels and equipment and
their interconnections that satisfies construction, operation, maintenance,
and safety requirements. This is an important aspect in the design of process
plants. A good layout will ensure that the plant functions correctly and
will provide an economically acceptable balance between the many, often
conflicting, design constraints which are derived from safety, construction,

maintenance and operational considerations[4].
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The layout poses significant limitations on the type, size and location of
plant components. Positions of plant components can be simply described
by their absolute cartesian coordinates. But how to represent the intercon-
nections among plant components is a key issue of CAPD systems. Not only
should the layout represent the interconnection between two plant compo-
nents, but it should also describe their corresponding interconnection ends.
Only the two ends of different plant components which satisfy pipe diame-
ter, end type, pressure rating, and flow direction requirements can then be
connected.

End connection can be mainly represented in two formats: connection
points [20] and the order of plant components stored in the CAPD file. This
paper aims to watermark CAPD models which describe the end connection
by connection points since this format is the most widely used and effective
representation for topology modeling.

In general, a connection point is defined as the center point of the end
face. And it is added, deleted and transformed along with its correspond-
ing plant component in CAPD systems. Connection points can be classified
into two kinds: invariant connection points and variant connection points.
Invariant connection points have just to do with the structure of their plant
components. While variant connection points are concomitant with some
operations. For example, a new connection point will be added at the joint
when we inserting a nozzle to an equipment. Unlike pipes and piping compo-
nents, the number of connection points of equipments may hold is unlimited
in theory. Each connection point has the same attributes including geom-

etry information, topology constraint, handle value and various engineering



properties. And each connection point may have one joint connection point

at most. Fig. 4 shows the structure of connection points.

/ Connection Point \ / Connection Point \

Coordinate (X, Yy, 2) Coordinate (X, Y, z)
Direction (dx, dy, dz) Direction (dx, dy, dz)
Connecting Component ‘< : Connecting Component
Flow Direction Flow Direction
End Type End Type

Figure 4: The structure of connection points.

L

Figure 5: Examples of connection points of individual plant components and a simple
pipeline. Black points are invariant connection points while white points are variant con-
nection points. (a) Connection points of some selected plant components. (b) Connection

points of a simple pipeline.
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3.3. Problem statement

The problem of topology authentication of CAPD models consists of two
aspects. One is joint plant components authentication. The other is joint
ends authentication. Joint plant components authentication aims to make
sure that whether the joint plant components of each plant component are
changed or not. While joint ends authentication further verifies whether
the exact joint ends between two joint plant components are modified or
not. That is to say that, for each plant component, the problem of topology
authentication targets to verify not only the joint components, but also the
exact joint ends, since a plant component usually have more than one joint

ends.

4. Proposed scheme

4.1. Embedding targets

We argue that, for topology verification, connection points are the best

candidate for data embedding for the following reasons.

e First, the topology relation among different plant components is de-

scribed by their connection points.

e Second, each end of plant components has one and only one associ-
ated connection point. And connection points are by definition the
least likely to be removed among the types of data objects that ex-
ist in CAPD models. Moreover, the deletion of connection points will

inevitably lead to generate construction documents incorrectly.
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Watermarks embedding

Original CAPD model.

A,

For each pipeline, traverse its
—» plant components according to
the flow direction .

A,

Select the mark point of each
plant component for watermark
embedding applying the mark
point selecting principle .

A,

Generate the content-based
watermark bits for the selected
mark point.

A,

Embed the watermark bits into
the selected mark point.

A,

Output a marked model .

Watermarks extracting

Watermarked CAPD model.

A 4

For each pipeline, traverse its
—» plant components according to the
flow direction .

A 4

For each connection point p; of a
plant component,

(1) Extract the mantissa parts of
the real-valued sphere-polar
coordinates of p; according to the
mark point embedding method.
(2) Generate the content-based
watermark bits for p; according
to the content-based watermark
generation method.

(3) Check whether p; is a mark
point or not according to the
tamper detection method.

Is there one and only
one mark point for the
plant component ?

Report the tampering plant
component visually .

Figure 6: Overview of the proposed semi-fragile watermarking scheme.



e Third, connection points are within 3D CAPD models. There are two
main kinds of displaying mode for CAPD systems: solid mode and
wireframe mode. There is no doubt that they are fully invisible to
viewers in the solid mode. For the wireframe mode, one could also
hardly perceive the slightly modification of connection points due to

their small size and little contribution to the final scene.

4.2. Overview of the method

Fig. 6 shows the flowcharts of the proposed watermark embedding and
extraction procedures.

In the watermark embedding part, for each pipeline, the scheme first
selects the mark point for each plant component following the mark point
selecting principle. After that, the watermark embedding part modifies the
mantissa of the real-valued sphere-polar coordinates via bit substitution for
each mark point according to the watermarks embedding method. Finally it
generates the watermarked models.

In the watermark extracting part, for each pipeline, we traverse all of the
connection points of each plant component to find whether the plant compo-
nent has one and only one mark point. The scheme first extract the mantissa
of the real-valued sphere-polar coordinates (16, ¢). Then the watermark bits
for the connection point is generated according to the content-based water-
mark generation method. Finally, we check whether the connection point is
a mark point or not according to the tamper detection method. Only if the
plant component has one and only one mark point, then can we make sure
that the plant component has been not changed. Otherwise, the tampering

plant component is located accurately and reported visually.
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In the following part we call the connection points to be watermarked as

mark points and the other points as non-mark points.

4.8. Mark point selecting principle

In this section we describe how to select the mark points. Let L be a
given pipeline with V., plant components.C;(i € [0, N.—1]) denotes the plant
component with N/ connection points. P ;(j € [0, N/ — 1]) denotes the
connection points of C;.

We first define the 1-ring neighbors of P, ; by using the following termi-
nology.

The 1-ring neighbors of P, ; is the set of its joint connection point P, ,
and the other connection points of C;. We can denote the 1-ring neighbors

of PiJ by

N(P;;) ={Pnnlm € [0,N. —1],n € [0, N}, — 1], m # i} )
{Poklk € [0, N? — 1],k # 5}

We traverse each pipeline of the model, according to its flow direction,
from one end to the other end and choose mark points following the discipline

below.

e Each plant component has one and only one mark point.

e One of the two connection points of two joint ends should be selected

as a mark point.

e The connection point chosen as a mark point must have no mark point

among its 1-ring neighboring connection points. Once a connection

14



point has been chosen as a mark point, its 1-ring neighboring connection

points are no longer eligible.

Note that those isolated plant components, which have no joint plant
components, are not taken into consideration for topology protection in our
scheme.

Fig. 7 gives an example of our mark points selection of a simple pipeline.
The black points p;o(i € [0, 8]) are mark points while the white points are

non-mark points. For example, the the 1-ring neighbors of ps o is N(pso) =

{P?»,l} U{P4,1,p4,2} = {ps,l,p4,1>P4,2}-

Poo
p2 0 pz 1 4. p4 2 8 0
i 535- O@ME}-
EEpl'o Py P30 P3y Pso Psy Pro Py
Po1
L

Figure 7: Illustration of mark points selection. Black points are selected mark points,

while white points are non-mark points.

The union of all mark points should cover the whole model so that all
of the plant components are protected. However, there might still be some
plant components with no mark points according to the above mark point
selecting principle. These plant components always locate at the end of a
pipeline according to its flow direction. Fig. 8 shows an example of a plant
component C5 with no mark point assigned in a pipeline. For these plant

components, we randomly select one of their connection points, which has

15



not been included in their joint mark point’s 1-ring neighbors, as a mark
point. Take the plant component C5 for example, ps; is selected as a mark

point since pso has been included in the 1-ring neighbors of its joint mark

pOiIlt Pa1-

J Q |_ PagPas M&l
...... o .MO @)

Figure 8: Illustration of a plant component C5 with no mark point assigned in a pipeline.

Then it can be guaranteed that the 1-ring neighbors of all mark points
cover the whole model according to our mark point selecting principle. And
the selected mark points are uniformly distributed in the model so that all
plant components are protected. Therefore it results in high locating accu-

racy for each joint end.

4.4. Content-based watermark generation

In order to improve the accuracy of tampering localization, a content-
based watermark generation method is proposed by exploiting the topology
information.

Given that a mark point is p, and its corresponding plant component is
C. We define the joint plant components of C' as C;(1 < i < nl'e¥). pler
represents the maximum number of joint components of C'. And it is set as
4 in this paper since most of the common plant components have no more

than 3 ends in general except the component 'Cross’ with 4 ends. Note that
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the isolated plant components are not taken into account. Let the handle
value of C;(1 < i < n*) be h;(1 < i < n"*) respectively. These unique
handle values are not changed even if the entity is modified[18]. And they
are involved in the construction of the watermark bits in order to protect the
interconnection among C' and its joint plant components C;.

We generate b bits watermark strings for p according to the handle values
hi(1 < i < n"*) provided that the handle value h; is arranged in ascending

order. Then the b-bit watermark strings w for p can be generated by

W =Wy + ... + Wy,

w; = Sel(hash(h;),b;, K),i € [1,n],

where
e B
n = )
1 nmer =1
bl :b, n=1
n—1 ,
bi=[b/n),by=b=> (b)i€lLn—1], n>1
=1

n

b= Z(bi)u

i=1
K = max(h;) = hpmes, hash() is a hash function, Sel(f, b;, K') is a function
that selects b; bits from the mantissa parts of the floating-point number f in

a random fashion under the control of a secret key K.

4.5. The mark point embedding

For a selected mark point p;(x;, y;, z;) , we first find its 1-ring neighbors

N(p;) according to the mark point selecting principle described in Section
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4.3. Then we we calculate the center (x.,y., 2.) of its 1-ring neighboring

points by ) 1
1 ;
Ye = ¥ |_1)p§.(pj)y (3)
1
R AP A

where N(p;) is the set of p;’s neighboring points and |N(p;)| is the size of
N(p:).

Given that (z., Y., 2.) is the origin of the spherical polar coordinate system
after transformation, we transform the cartesian coordinates (z;,v;, ;) of p;

into sphere-polar coordinates (r;, 6;, ;)

(

= (= 20+ (Y — ye)? + (20— 20)?

==,

0; = E——
arccos - (4)

(zi — x.)
p; = arctan(———=
\ (yz - yc)

)

Afterwards we embed the same b-bit watermark bits w; of p; into 7;,
0; and ¢; (treated as IEEE-754 double-precision floating-point numbers) by
modifying their bit notations. The modified bit positions are parameters of
our scheme, namely, P, and Py. P;, and Py are the distance from the point

to the lower bit and to the higher bit respectively.
b= P, — Py+1. (5)

We select b bits each from the mantissa parts of r;, 6; and ¢; according to

Py and Pp, and substitute them with the same b-bit watermark bits w;.
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Higher positions may cause lower invisibility, and lower positions may cause
lower robustness against malicious attacks. Finally, we perform the reverse
spherical polar transformation on the watermarked mark point.

We assign the watermark embedding point p; as a mark point so that we

can recognize it as a mark point in the watermark extraction stage.

4.6. Tamper detection

In this section, we describe the procedure used to accurately locate the
tampering joint ends of plant components for each pipeline in the model.

For each plant component C; in a pipeline, we traverse all its ends to see
if it has a mark point. For each connection point p; ; of C;, we first find
its 1-ring neighbors. Then we apply a sphere-polar transformation to p; ;

according to Eq. 4 and take b bits from the mantissa parts of r, 6 and ¢

0

according to Py and Pp. Let the three bit sequences generated be wy ;, wy ;

INE
and wf ; respectively. Afterwards, we calculate the watermark bits w; ; for
pi; according to the content-based watermark generation method. Finally
we verify if p; ; is a mark point and do topology verification by checking the

boolean of tag
tag = Bool(w; ; == wi7j||wzj == wi,j||wfj == w; ) (6)

Only if the predefined condition tag = true is satisfied, then can we set p; ;
as a mark point

If C; has no mark point or more than one mark points, it suggests that
the topology relationship among C; and its joint plant components has been

changed since each plant component has one and only one mark point.
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5. Performance discussion and experimental results

5.1. Discussion on tamper detection and localization

The objective of our scheme is to, for each plant component, authenticate
its joint components and furthermore the exact joint ends. Therefore, we dis-
cuss the performance on detecting the modifications on the model from the
following two aspects: components specific attacks and joint ends specific at-
tacks. Components attacks mainly include adding and deleting components.
While joint ends attacks include disconnecting the two joint ends geometri-
cally and logically respectively. These modifications are common in practical
design process. As discussed later, the proposed scheme in this paper can

detect these kinds of modifications on CAPD models.

5.1.1. Components modification
e Components addition. Without loss of generality, we assume that
C;y1 is the component to be added, and Cj;; is connected with an
existing component C;. Therefore, the newly added component C;,4
will have no watermarked mark point according to the mark point
selecting and embedding principle described in Section 4.3 and Section

4.5 respectively.

During the watermark verification stage, there exist two situations
when a component is added which is shown in Fig. 9. One is that
pi1 is a non-mark point, then p;4;0 will be inevitably selected as a
mark point shown in Fig. 9(a) according to the mark point selecting
principle. Thus the extracted mantissa parts from p;;1 o will not match

Eq. 6 since no watermark bits have been embedded into it. The other

20



is that p; ; is a mark point shown in Fig. 9(b). Then the newly added
component C;,; will change the centroid of the neighborhood of the
mark point p; ;. As a result, the extracted watermark will not match
Eq. 6. Meanwhile, one of the two connection points p; 411 and p;1; 2 of
C;+q will be selected as a mark point according to the mark point se-
lecting principle. And the extracted mantissa parts will not match Eq.
6 too, since it’s not watermarked. As a consequence, the topology mod-
ification between C;,, and C; will be detected and located accurately

for both of the two situations above.

pi+1l

Pio Bila Py, O |_
* ‘ OE . Opi+1’2
pi-1,0 I i-1,1

(

Figure 9: Ilustration of detecting and localizing component addition/deltetion.

e Components deletion. Component deletion modifies the topology
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relation of the model. Without loss of generality, we also assume that
C;y1 is the component to be deleted, and C;,; is connected with an ex-
isting component C;. Generally, component deletion can be classified
into two categories shown in Fig. 9. The first category is that p;; is a
non-mark point. Then during the watermarking verification, the gen-
erated watermark for p; o will be different from the original watermark
according to the watermark generation principle described in Section
4.4. The second category is that p;; is a mark point. Thus, during the
watermarking verification, the 1-ring neighbors and its centroid will be
changed. And the generated watermark for p; ; will be modified too. So
that for all situations this will lead to incorrect verification, and thus

the topology modification induced by components deletion is detected.

5.1.2. Joint ends modification
e Disconnect the two joint ends geometrically. This kind of topol-
ogy attack separates one end from the other end geometrically while
keeps their topology relation logically. At least one connection point
will be alerted under this situation. The modified connection point
may be a mark point or a non-mark point. The spherical polar coordi-
nates (1,0, ) of the point will be changed if it is a mark point. While
the coordinates (., y., z.) will be modified if it is a non-mark point,
which will also lead to the modification of the value (r,6, ). There-
fore the extracted watermark will be different from the original, and

subsequently the modification is detected.

e Change the topology relation between two joint ends logically.

This kind of topology attack changes the connection between two joint

22



ends logically while keeps the coordinates of their connection points
unmodified. As described in Section 4.3, one of the two joint ends must
have a mark point. Thus the 1-ring neighbors of the mark point will
be modified. And the original watermark generated for the mark point
according to the method described in the Section 4.4 will be alerted
too. Consequently, the extract watermark will be different from the

original and the attack will be detected.

5.2. Discussion on robustness against non-malicious attacks

A good semi-fragile watermarking scheme should be invariant to trans-
lation, rotation, uniform scaling and simplification operations. These oper-
ations do not change the integrity of the original model and should not be

regarded as attacks.

5.2.1. Robustness against similarity transformation

The objective of performing spherical polar transformation is to obtain
invariance against rotation, uniform scaling and translation (RST) in this
paper. We analyze the robustness against similarity transformation in this
section provided that P(x,y,z) is a selected mark point and O(z, ye, 2.)
is the geometric center of P’s 1-ring neighboring connection points in the
cartesian coordinate system. O corresponds to the origin of the spherical
polar coordinate system. (r,6, ) is the sphere-polar coordinates of P after

spherical polar transformation.

e Rotation Without loss of generality, we rotate P and O about an
arbitrary axis by the angle ¢, provided that the axis passes through the

origin, since we are not considering translation at the moment. The axis
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is defined by a unit vector n = (n,, n,,n,). Then the new coordinates
of P and O after rotating about n can be written P"(z",y",2") = PR

and O" (27, y~, zI) = OR respectively.

The matrix R can be constructed by three basis vectors Rq,Ro, and Rs:

R - [Rh R27 R3] (7)
where
n2(1 — cos¢) + cos ¢
Ry = | nyny(1—cosp) —n,sing
nzn.(1 — cos ¢) 4+ n, sin ¢
nyny (1 —cos @) +n,sin¢
Ry = n2(1 — cos ¢) + cos ¢
nyn, (1 — cos @) — n, sin ¢

ngn.(1 — cos @) — n, sin ¢
Ry = | nyn.(1—cos¢) + n,sin ¢
n?(1 — cos @) + cos ¢

The corresponding new spherical polar coordinates (r", 0", ¢") can then

be computed by

;

= (@ —an)? (Y -y (2 - 2)?

0" = arccos(@) (8)
,
r (l.r B ZIZ'Z)
= arctan(——=
\ 4 ( (yr - ?JZ) )
then we get
r’=r (9)



which means the component r is not changed under rotation. Thus,

our scheme is invariant to rotation.

e Uniform Scaling We apply scale independent of the coordinate sys-
tem used by scaling in an arbitrary direction. We will define n(n,, n,, n,)
to be the unit vector parallel to the direction of scale, and k be the scale
factor to be applied about the plane that passes through the origin and
is perpendicular to n. Then the new coordinates of P and O after scal-
ing about n can be written P*(z*,y*%, 2*) = PS and O*(x%,y2, 25) = OS

respectively. The matrix S can be constructed by three basis vectors

51,52, and Sg:

S =[S, 52, 53] (10)
where
[ 2(k—1)+1 |
S1=1 ngny(k—1)
ngn,(k—1)
[ ngny(k —1) |
Se= | ni(k—1)+1
I nyn,(k —1) .
ngn,(k—1)
Sz =1 nyn.(k—1)
n2(k—1)+1

The corresponding new spherical polar coordinates (r*, 0%, ©*) can then

25



be computed by

;

= =)+ (- e)? (2 22)?

s _ (Zs _ zi)
6° = arccos( = ) (11)
s (xs - 1’3)
= arctan(———=
\ 7 ( (ys - yg))
then we have
0° =46
(12)
' =

which means the component # and ¢ keep unchanged under uniform

scaling. So the proposed scheme is robust against uniform scaling.

Translation Given a translation by a vector v = (Az, Ay, Az), the
new coordinates of P and O can be written P*(z!, !, 2') = (z+ Ax,y+
Ay, z+Az) and O'(zf, 4!, 2t) = (v.+ Az, y.+ Ay, 2.+ Az) respectively.
Then the corresponding new spherical polar coordinates (rf, 6, ©') can

be computed by

(

=V (et =) 4 (Yt = yh)? + (2 = 2L)?

2t — 2t
ot = arccos(< - C)) (13)
t t
! — arctan (2" — )
¥ So—y
then we have
rt=r
s L— (14)
=9



Table 1: Information about the three CAPD models.

Model Connection Points Mark Points
Carton board 13964 4654
Hydrogenation 32624 10847

Styrene 38198 12732

which means the component r, #, and ¢ are the same. Therefore, we

can see that our scheme is invariant to translation.

5.2.2. Robustness against simplification

As the complexity of process plant models increases, the enormous size
of these CAD data sets poses a number of challenges in terms of interactive
display and manipulation. Simplification is a key technology to reduce the
model complexity and improve the rendering performance for large scale
complex CAPD models. However, connection points and topological relation
among plant components will not be influenced by simplification since it can
only change the levels of detail of entities. Therefore, the 1-ring neighboring
points set of each mark connection point will not be affected. Subsequently
it will not change the centroid of the neighborhood of mark points. As a

result, our scheme is robust against simplification.

5.3. Ezxperimental results

In this section, we evaluate our semi-fragile watermarking scheme against
various attacks on a set of CAPD models. Fig. 10 shows the three models
used for experiments. Table 1 gives the detailed information about the three

models. Parameters are set as follows: P, = 18, Py = 10.
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Figure 10: Three CAPD models used for experiments. (a)Carton board plant;
(b)Hydrogenation plant; (c)Styrene plant.

5.3.1. Tamper detection and localization evaluation

Fig. 11 illustrates our scheme on a hydrogenation plant model and the
detected changes by our scheme. Fig. 11(a) shows part of the original hy-
drogenation plant model. The hydrogenation plant has 32624 connection
points; 10847 connection points are selected as mark points. Fig. 11(b) is
the same view of the watermarked model, which is visually identical with the
original model. Fig. 11(c), Fig. 11(e), Fig. 11(g) and Fig. 11(i) show a close
view of part of the marked hydrogenation plant model that has been ille-
gally changed by joint components modification and joint ends modification
respectively. The regions labeled A, B, C, and D denote the regions of joint
components addition, joint components deletion, disconnecting the two joint
ends geometrically and changing the topology relation between two joint ends
logically, respectively. Our scheme locates these changed regions by setting
all detected suspicious plant components as suspicious regions. Fig. 11(d),
Fig. 11(f), Fig. 11(h) and Fig. 11(j) illustrate the located suspicious plant
components in red. From Fig. 11(d), Fig. 11(f), Fig. 11(h) and Fig. 11(j)

we can find that the regions in red are exactly where the tampering opera-
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tions happen. The experimental results verify the accuracy of our locating

procedure.

5.3.2. Robustness evaluation

We evaluated the robustness against various operations provided by CAPD
systems that can be considered to be non-malicious attacks on the design
model. The robustness is evaluated in terms of the BER (bit error rate) of
the extracted watermark bit sequence, as well as the correlation coefficient
Corr between the extracted binary sequence w; and the originally embedded
one w! as given by the following equation [21]:

n—l _
(w — w?®) (wf — w°)

Corr = (15)

\/Zw—ws \/Zw—wo

where w?® and w? indicate the averages of the watermark bit sequence w;

and wy respectively. This correlation value measures the similarity between
two watermark bit sequences and varies between —1 (orthogonal strings) and
+1 (the same strings).

For each plant component, if the values of BER and Corr are 0 and 1
respectively, then we can set the plant component as untampered. Otherwise
the plant component is detected as tampered. Let N, be the number of plant
components in a model and N,, be the number of plant components detected
as tampered. Table 2 details the N,,/N. of the three models after various
non-malicious attacks. And we can find that our scheme is robust against

these non-malicious operations.
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Figure 11: The proposed scheme works on a hydrogenation plant model.(a) Part of the
he original model. (b) Part of the watermarked model. (c)(e)(g)(i) Several attacks on
the model. Label A denotes the regions of joint components deletion. Label B denotes
the regions of joint components addition. Label C denotes the regions of disconnecting
the two joint ends geometrically, and label D denotes the region of changing the topology
relation between two joint ends logically. (d)(f)(h)(j) Our scheme accurately locates these

attacks visually.
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Table 2: N,,,/N, of the three CAPD models after various non-malicious attacks.

Attacks Carton board Hydrogenation Styrene
RST 0 0 0
Simplification
(80% triangles) 0 0 0
(60% triangles) 0 0 0
(40% triangles) 0 0 0

5.3.3. Imperceptibility evaluation

We measure the objective distortion of plant components and connec-
tion points induced by watermarking between the original and watermarked
CAPD models by Metro [22] in terms of maximum root mean square er-
ror(MRMS) and PSNR (peak signal-to-noise ratio) [15] respectively,

MAX?

(16)
where

MAX = max||p; —ol|,i € [0, N — 1],
N-1
MSE=4 Y I~ rl

p; and p;- are the corresponding connection points in the original model and
watermarked model, o is the geometric center of the model, N is the number
of connection points, ||p; — p;|| is the Euclidean distance between these two
connection points.

From the Table 3, we can see that the MRMS values of plant components
are all 0, since our scheme doesn’t modify the geometric parameters of plant

components. The PSNR values of connection points are also listed in Table 3.
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Table 3: The MRMS values of plant components and PSNR values of connection points

between the original models and the watermarked models.

Model connection points MRMS PSNR(dB)
Carton board 13964 0 70.23
Hydrogenation 32624 0 84.47

Styrene 38198 0 81.97

According to the embedding algorithm described in Section 4.5, we know that
the embedding distortion of connection points depends on the bit positions
where the watermarks are embedded and the length b of the watermark. And
the PSNR values are inversely proportional to the number of watermark bits
b.

Note that our approach prefers the connection points, which are integral
parts of CAPD models, instead of the geometric parameters of plant com-
ponents themselves as watermark carriers. That means we need not alert
the geometry or topology information of the model. As a consequence, our
scheme will have no influence on the design and automatic generation of
various construction documents. Thus, our scheme is also functionally im-

perceptible.

6. Conclusion

This paper is the first paper, to the best of our knowledge, to report
and analyze the problem of topology verification for CAPD models. A semi-
fragile and blind watermarking scheme is proposed to address the problem of

authenticating topology integrity. We generate the content-based watermark
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bits for each plant component by taking their topology relation into consid-
eration. And the watermark bits are embedded into a subset of the model’s
connection points which are uniformly distributed in the model. Theoretical
analysis and experimental results show that our scheme has a strong abil-
ity to detect and locate malicious attacks such as components modification
and joint ends modification. And it is proven to be robust against various
non-malicious attacks, such as transformation, rotation, uniform scaling and

simplification.
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